[Tpunoxenue 2

K [Iucemy MunoGpuayku Poccuu
ot 14.05.2018 Ne 08-1184

WHpopManimoHHAs NaMsTKa AJ1s1 00y4YaloluXcs A/ pa3MellleHUs Ha
odunuaibHbIX UHTEpHET-pecypcax

C xaxapIM TOI0M MOJIOJEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJILHUKU OHH
M3 CaMbIX AaKTHBHBIX IOoib30BaTtesnen PyHera. Mexay Tem, MOMMMO OIPOMHOIO
KOJMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECEeT W MpoOieMbl. JTa mamsTKa TOJKHA
IIOMOYb TeOe 0€30MaCHO HaXOIUThCS B CETH.

KomnerorepHsie BUPYChI

KoMmnbroTepHslii  BUPYC - 3TO PAa3HOBUIAHOCTh KOMIIBIOTEPHBIX  IPOIPaMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOMU SIBIISIETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCBHI MOTYT MOBPEAUTH WIH IOJTHOCTBIO YHHUYTOXXUTh BCE
(ailibl U JaHHBIE, MOAKOHTPOJIBHBIE IOJB30BATENI0, OT MMEHM KOTOpPOro ObLIa
3amylieHa 3apaXk€éHHas IporpaMma, a TaKKe IOBPEAUTh WIM JaKe YHUYTOXHUTH
OTEpaIMOHHYI0 CUCTEMY CO BceMH (ailamMu B 11€sioM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTPaHsAOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Mcnonb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPHE3HBIN YPOBEHb
3aIIUATHI OT BPEJOHOCHBIX MPOrpamMM;

2. IlocTostHHO ycTaHaBnIMBal MayTy (LUQPPOBBIE 3aIIATKU, KOTOPHIE aBTOMATUYECKU
YCTaHABIMBAIOTCS C LENbIO0 JOPAaOTKM MpOrpaMMbl) U Jpyrue OOHOBJIEHHUS CBOEU
ornepalmoHHo# cuctembl. CkaurBail UX TOJBKO ¢ OUIIMATIBHOTO caiiTa pa3paboT4yrKa
OC. Ecnu cyniecTByeT peKuM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ NpaBaMu MOJIb30BaTENsl, @ HE aIMUHUCTPATOPA.
OTO0 HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vlcnonp3yil aHTUBHPYCHBIE ITPOTrPaMMHBIE MPOAYKTBI U3BECTHBIX MPOU3BOAUTENIEH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NUECKU JOCTYH K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonb3yil BHEIIHME HOCUTENHN MH(QOpPMALMU, TaKue Kak ¢uielika, TUucK uin (daimn
U3 UHTEPHETA, TOJBKO U3 MPOPEPEHHBIX UICTOUYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (hANIIbI, TOTYYEHHBIE U3 HEHAIEKHBIX UCTOYHUKOB.
Haxe Te (haiinpl, KOTOpble MNpUcTal TBOW 3HAKOMBIA. Jlydlle yTOYHU Yy HeEro,
OTIMPABJISI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 310 He BuJ mepeaayn JaHHBIX, HE TEXHOJOTHUs, a BCErO JIUIIb OPeH]], MapKa.
Eme B 1991 rony Hunepnanackas kommanus 3apeructpupoBana opens « WECA», aro
ob6o3nauano cioBocodyetanue «Wireless Fidelity», xoTopelii mepeBoauTCs Kak
«0OecnpoBOIHAs TOUHOCTDY.

Jlo Hamero BpeMeHM Jonuia apyras aO0peBuarypa, KOTopas SIBISETCS TaKOW kKe
TexHoJoruen. I1o adbopeBuarypa « Wi-Fi». Takoe HazBaHue OBLJIO JaHO ¢ HAMEKOM Ha



CTaHAapT BbICIIMK 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBoje O3HA4YaeT «BBICOKAs
TOYHOCTBY.

Jla, OecruiaTHbI MHTEPHET-A0CTYI B Kade, OTeNSIX U adpoIopTax sIBIASETCS OTIMYHON
BO3MOXKHOCTBIO BbIXOJa B HHTEpHET. HO MHOrme HSKCmepTsl CYUTAKOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoeTbl 110 0€301acHOCTH paboTe B 00IIEAOCTYIHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro nmuHyo nHpoOpManuio depes obmenoctymasie Wi-Fi cern.
PaGorass B HuUX, ’XelaTelbHO HE BBOAWTH NApOJU JOCTYyMa, JIOTUHBI U KaKHUE-TO
HOMEpA;

2. Ucnionb3yii 1 OOHOBIISII aHTUBUPYCHBIE TPOrpaMMBbl 1 OpaHaMayep. Tem caMbIM ThI
o0e3omacuIllb ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOKCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmioun (ynkumio «OO0muit goctyn K Qaitnam u
npuHTepam». JlaHHas QYHKIUS 3aKpeiTa 1O YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATEJIM AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIOJBb30BaHus B paboTe min yueoe;

4. He ucnonb3yii myonuunbii WI-F1 nns nmepepaun nu4HBIX JaHHBIX, HAIPUMED ISt
BBIX0/Ia B COLIMAIbHBIE CETU WM B AJIEKTPOHHYIO MOYTY;

5. Unonb3y# Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ve HTTP, T.e. npu
Habope BeO-anpeca BBOU UMEHHO «https://»;

6. B moOuabHOM Tenedone otkimoun QyHkiuio «llogkarouenue k- Wi-Fi
aBTOMaThdeckn». He momyckail aBTOMaTHUYECKOrO MOJKIIOUYEHUS YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero cormnacus.

CoumanbHbie CETH

CoumanbHbIe CETU aKTUBHO BXOJISIT B HAIly KW3Hb, MHOTHE JIFOJIM PAOOTAIOT U KUBYT
TaM TMOCTOsSIHHO, a B Facebook yxe 3apeructpupoBaH MUJIIHAPH YETOBEK, YTO
SIBJIIETCSI OOHOM CEIbMOM BCEX JKHTEIEH IIaHEThl. MHOTHME II0OJIb30BaTelIM HE
MOHUMAIOT, 4TO WHMOpMAIHs, pa3MEIeHHAss UMU B COIMATIBHBIX CETSIX, MOXKET OBITh
HaliJleHa M KCIOJIb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 0053aTelbHO C OJlarumMu
HaMEpPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuup crnucok Jnpy3ei. Y TeOs B IpYy3bsiX HE JTOJDKHO OBITh CIIy4allHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammumai cBOIO YacTHYIO kM3Hb. He ykaspiBail mapomu, TenedoHsl, aapeca, AaTy
TBOETO POXICHUS U JPYryl0 JIMYHYIO HWHOOpMaLHIO. 3JI0YMBIIUICHHUKH MOTYT
HCTIONB30BaTh Jake WHGOpPMAIMI0 O TOM, KaK Thl U TBOM POJUTENIM TUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amumail CBOIO pemyTaIuio - JepKU €€ B YUCTOTE U 3ajaBail cebe BOIPOC: XOTel
OBI ThI, YTOOBI PYyTHE MOJIB30BATEIN BUICIH, UTO ThI 3arpy»kaeib? [logymail, npexe
YeM YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arpy3UTh;

4. Ecnv Thl TOBOPUIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE pealbHOE
UM ¥ JPYTYIO JIMYHYI0O WHQPOPMAIMH: WUMS, MECTO KUTEIhCTBA, MECTO y4eObl U
npouee;

5. N36erait pazmenienus ¢potorpaduii B UntepHeTe, rae Thl H300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OMPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpammu B COIMATHLHOM CETH HEOOXOJMMO HWCIOJIB30BaTh CIIOKHBIE
MapoJIv, COCTOSITNE U3 OYKB U IU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE §;



7. dns couranbHOM CETH, OUTHI M APYTUX CAUTOB HEOOXOAMMO UCIIOIb30BaTh Pa3HbIE
naponu. Torga eciau Tedsi B3JIOMAIOT, TO 3JI0YMBIIUJIEHHUKH MOJTY4YaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE IEHBI U

DNEeKTPOHHBIE IEHBIU — 3TO OYEHb YAOOHBIN CIIOCO0 MIaTexel, 0OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIU.

DNEeKTPOHHBIE JEHBIM MOSBWINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO MHOT'HMX
rocygapcTBax 0 CHX IOp HE IPOIKUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (PyHKIMOHHPYIOT M O HUX YK€ MPOIMCAHO B 3aKOHE, TNe HUX
pa3lesAoT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. PasHuna B ToM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX paspemiaercss NPOBOAUTH omnepanuu 0e3
UACHTU(UKAIIMK TIOJNb30BaTENsA, @ B HEAHOHUMHBIX HACHTU(DUKAIIMH TOJb30BATEIS
ABJISIETCS 00S3aTEIILHOM.

Taxoke cienyeT paznuyaTh 3JIEKTPOHHBIE (PUATHBIE JIEHBIU (PaBHBI TOCY/1apCTBEHHBIM
BaJIOTaM) M DJJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE paBHBI TOCYIaPCTBEHHBIM
BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHON padOTe C NEKTPOHHBIMU JIEHbraMU:

1. [IpuBskU K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yAOOHBIN U OBICTPHINA CrIOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. [IpuBs3aHHBIA TenedoH MOMOXKET, eciu 3a0yenlb
CBOM IUIATEKHBIA MAapOJib WM 3aiACUIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnone3yil onHOopas3oBblie naponu. [locie mepexoa Ha yCUIIEHHYIO aBTOPU3ALIMIO
Tebe yxe He OyJeT yrpoKaTh OMaCHOCTb KPayKy WJIM MepexBaTa IIaTeKHOro MapoJis;
3. Beibepu cnoxHblii maposib. [IpecTynmHukam OyAeT HE MPOCTO yrajaTh CJIOXKHBIN
naposs. HanexxHble maposim — 3T0 mapoiu, KOTOPBIE CONEPKAT HE MEHEE § 3HAKOB U
BKJIFOYAIOT B c€0s CTPOYHBIE W MPONUCHBIE OYKBBI, HIU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKHe Kak 3HaK Jojuiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, StROng!;;
4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAaTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAs TOHTA

ONeKTpoHHass IoYTa — 3TO TEXHOJOTUS M IPEAOCTaBIIEMbIE €K YCIYTH II0
IEPEChUIKE U MOJIyUYEHHUIO 3JIEKTPOHHBIX COOOUICHHH, KOTOpBIE paclpeAessioTcs B
KOMITbIOTEpHOM ceTr. OOBIYHO JIEKTPOHHBINA MOYTOBBIN SIIUK BBHITJISIAUT CIICTYIOITIM
oOpa3oM: HMs_IOJIb30BATENA(@UMS_jJoMeHa. Takke KpoMe Iepesaud IMpOCTOro
TEKCTa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BBIOpaTh NpaBUIIbHBINA MOYTOBBIM cepBUC. B HMHTEpHETE €CTh OrpOMHBIN
BBIOOp O€CIJIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIy4Ille AOBEPATHh TEM, KOIO 3HACIIb
Y KTO TIEPBBIA B PEUTHHTE;

2. He yka3pIBaii B IMYHOU nouTte JuuHyto uHpopmanuto. Hanpumep, mydine BeIOpaTh
«MY3BIKabHBIN _(haHaT@» uim «pok2013» BMecTo «remal3y;

3. Hcnonp3yid ABYXATamHYK aBTOPU3ALMIO. ODTO KOrJa IOMHUMO IapoJid HY>KHO
BBOJMUTH KOJI, MPUChLIaeMbIi 10 SMS;

4. Bp1Oepu CHOXHBIA Mapoib. JIJIsI KaKI0Tro IMOYTOBOTO SIIHUKA JOJDKEH OBITH CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Ecnn ectb BO3MOYKHOCTB HAIlMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, UCIIOJIB3YH JTY
BO3MOYXHOCTB;



6. Mcnonp3yil HECKOJIbKO IMOYTOBBIX AIIMKOB. [IepBbI 1S 4aCTHOM MEPENUCKU C
agpecaTaMy, KOTOPbIM Tbl JOBEpsi€lIb. OJTO DJEKTPOHHBIA aJpec HE HaAo
UCIIOJIB30BaTh MPU PErMCTpalvy Ha (hopyMax U cailTax;

7. He oTkpbiBaii (ailyibl U Apyrue BIOKEHUS B MUChbMax AaKe €CJIM OHU MPUIILIA OT
TBOMX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocne oxoH4yaHWs pabOTHI HAa MOYTOBOM CEPBUCE TEPE]l 3aKPHITUEM BKJIAJKU C
caiToM He 3a0yap HaXKaTh Ha « BeriATm».

KubepOymuHT nau BUPTYaabHOE H3EBATEIHCTBO

KubepOynnuHr — mpeciaeaoBaHue COOOIMICHUSMHU, COACPKAITUMU OCKOPOJICHUS,
arpeccHio, 3amyruBaHue; XYJIMTAHCTBO; COIUAIbHOE OOWKOTHPOBAHHE C TOMOIIBIO
Pa3JIMYHBIX UTHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOSPOYIITMHTOM:

1. He ©pocaiics B 60ii. Jlydiuii crioco6: MocoBeTOBaThCS KaK ceOsl BECTH U, €CIM HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHadalle YCIOKOUThCA. Ecnu Thl HauHelb
OTBEYaTh OCKOPOJIEHUSIMHU HAa OCKOpPOJEHHS, TO TOJBKO eIle OO0JbIlIe Pa30xKellb
KOH(JIMKT;

2. Yupapnsi cBoet kubeppemyTaiuei;

3. AHoHMUMHOCTHh B ceTd MHHMasi. CyIIECTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOMUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He cTout BecTu XyJIHIraHCKUU 00pa3 BUPTyaidbHOW *u3HU. IHTEpHET (hukcupyer
BCE TBOM JICHCTBUSI M COXPaAHAET UX. Y JaTUTh UX OYJIeT KpailHe 3aTpyAHUTEILHO;

5. Cobmroiail cBOM BUPTYaIbHYIO YECTh CMOJIONAY;

6. WUrHopupyil emuuHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jydilie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcss Ha HayaabHOM CTaIuu;

7. ban arpeccopa. B mnporpamMmmax oOMEHa MrHOBEHHBIMU COOOIICHUSIMHU, B
COIIMAIBHBIX CETSIX €CTh BO3MOXHOCTh OJOKHUPOBKH OTIPABKH COOOIICHUNA C
ONPEICIICHHBIX aJPECOB;

8. Ecimm T1b1 cBumerens kuOepOymiunHra. TBOW AEUCTBUS: BBICTYMHUTh MPOTUB
npecieaoBaTens, IoKa3aTb €My, YTO €ro JEWCTBUSA OIIEHUBAKOTCA HEraTUBHO,
NOJJIePXKaTh JKEPTBY, KOTOpPOW HYyKHA TICUXOJOTUYECKAas TOMOIIb, COOOIIUTH
B3POCIBIM O (haKTE arpeCCUBHOTO MOBEICHUS B CETH.

MoobunbHbIH Tenedon

CoBpemenHble cMapT(OHBI M TUIAHIIETHI COAEPKAT B ceOE BIOJHE B3POCIHBINA
byHKIIMOHAN, ¥ Tenepb OHU MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamMu. OAHAKO, CPEACTB 3aIUTHI JJIsI MOJOOHBIX YCTPOMCTB TMOKAa OYECHBb
Masio. TecTUpoBaHME U MOUCK YSA3BUMOCTEM B HUX MPOUCXOIUT HE TaK MHTEHCUBHO,
kak 1151 [1K, 1O ke camoe kacaeTcss 1 MOOUJIbHBIX TTPUIIOKEHUM.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPaKTUUECKH JIOTHAJIM HACTOJIbHbBIC
aHaJIOTH, OJTHAKO pacIIpeHre (PyHKIIMOHAIa BICYET 32 COOOU OOJIBIITYIO CI0KHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlanexo He Bce MPOU3BOAUTENN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTUICCKUC
YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJ1 0€30MTaCHOCTH MOOUIILHOTO TesieoHa:

1. Hudero He sBisIETCSl TO-HACTOAIIEMY OecCIiaTHBIM. Bynb OCTOpOeH, Bellb KOTIa
TeOe TmpeaiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IJIATHBIC YCITYTH;



2. Jlymaii, mpexae uem otnpaButb SMS, ¢oto wiu Buaeo. Trl TOUHO 3HACIIB, TJI€ OHU
OyayT B KOHEYHOM UTOTE?

3. Heo6xoaumMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

4. Vlcionb3yi aHTUBUPYCHBIE TPOTrPaMMBbI JIJIs MOOMIIbHBIX TeNe(OHOB;

5. He 3arpyxail TpUJIOKEHUS OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUEHUE;

6. [Tocie Toro Kak Tl BBIHACIIB C caifTa, i€ BBOAWI JIMYHYIO HHPOPMAIUIO, 3aii11 B
HACTPOWKH Opay3epa U yaanu cookies;

7. Ileppoauyecku IpoOBEPSIN KaKUE IJIATHBIE YCIIYT'H aKTUBUPOBAHbI HA TBOEM HOMEDE;
8. JlaBait cBOIl HOMEp MOOMIILHOTO Tele(OHA TONHKO JIFOISIM, KOTOPBIX Thl 3HACIID U
KOMY JIOBEpSEIIb;

9. Bluetooth momkeH ObITh BBIKIIOYEH, KOTJAa Thl UM HE TMoJb3yelibes. He 3a0biBaii
WHOTIa IPOBEPATH 3TO.

Online urpst

CoBpeMEHHbBIE OHJAWH-UTPBl - 3TO KPAcCOYHbIC, 3aXBAThIBAIOIINE PA3BIICUCHUS,
O0OBEUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpPY. Mrpoku ucciaemyroT JTaHHbBIN
UM MHp, OOIIAIOTCS JPYT C JIPYTOM, BHITIOJHSIOT 33JIaHUs, CPAXKAIOTCSI C MOHCTPAMH U
MOJIy4alOT OMNbIT. 3a YJAOBOJBCTBHE OHM IUIATAT: MOKYNAKOT JIUCK, OIUIAYHUBAIOT
a0OHEMEHT WM NPUOOPETAIOT KaKUe-TO OMIIHH.

Bce stu cpenctBa uMAyT Ha MOJJEP)KAHUE W PAa3BUTUE WIPhI, a TaKXKe Ha caMy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHCTEMbl ABTOPHU3AllMU, BBIIMYCKAIOTCS HOBBIE
natuu (nudpoBbie 3amIaTKU 7151 IPOTPAMM ), 3aKPBIBAIOTCA YS3BUMOCTH CEPBEPOB.

B 1mopo0HBIX Urpax CTOMT OMacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO Kpa)Xu
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHUCTEMA aBTOPU3ALIMH OOJIBIIMHCTBA UT.
OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroil urpok BemeT ce0si IUIOXO WM CO3JaeT TeOe HENPHUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. lTloxanyiics agMUHUCTpATOpaM WIPbl Ha IUIOXO€ IOBEJECHHE 3TOTO WIPOKa,
KEJIaTEIbHO MPWIOKUTh KaKHe-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBail muunyo nHbopMaIuio B mpodaiiie urpsl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuImaabHbIe TATYH U MOJIBI,

6. Mcniosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMs UIPBl HE CTOWUT OTKJIIOUYATh aHTUBUpPYC. [Ioka Thl mrpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WK KpaXka JUYHBIX JaHHBIX

OOBIYHOM Kpakell JeHEer U JOKYMEHTOB CETOHS YK€ HUKOIO HE YIUBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUM 3J0YMBIILIEHHUKH MMEPEMECTUINCH B UHTEPHET, U
IPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICTIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIICHHNYECTBA WIIM (DUIIMHT, TJIaBHAS 11EITh
KOTOPOTO COCTOMT B TOJYYECHUU KOH(PUIACHIIMAIBHBIX JTAaHHBIX TMOJb30BaTelled —
JorvHOB W mapoiyiedd. Ha anrmmiickom si3pike phishing uurtaercs kak ¢umunr (OT
fishing — peiOHas stoBIIs, password — maposib).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI MOjo3peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca
00 3TOM KaK MOXXHO CKOpee;



2. Hcnonws3yit Oe3zonacHble BeO-CalThl, B TOM YHCIE, HHTEPHET-MAara3uHoB W
IIOMCKOBBIX CHUCTEM;

3. Ucnonb3yii cloXKHbIe U pa3Hble napoyid. Takum oOpa3om, eciiu TeOsi B3JIOMAaIOT, TO
3JI0YMBIIIUIEHHUKHU TIOJIy4aT JOCTYI TOJBKO K OJIHOMY TBOE€MY MpO(UIIIO0 B CETH, a HE
KO BCEM;

4. Ecnu Tebs B3lIOMaiM, TO HEOOXOAUMO MPEAYNPETUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 0OaBIEHBI y T€OS B APY3bAX, O TOM, YTO Te€OS B3JIOMAld U, BO3MOXKHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CCHUTKU Ha (PUIIIMHIOBBIC CANTHI;

5. YcranoBu HaaexHsblii napois (PIN) Ha MoOunsHbIN TenedoH;

6. OTKJII0YM COXpaHEHUE NapoJisi B Opay3epe;

7. He oTkpbIiBaii (aiiibl U Apyrue BIOKEHUS B MUChbMAxX JaXe €CIM OHU MPHUIIIUA OT
TBOUX Jpy3ei. Jlydilie yTouHU y HUX, OTHPABISUIN JTU OHU TeOe 3TH (Paitibl.

[udposas penyranus

[udposas penyranus - 3T0 HeTaTUBHAS WA O3UTUBHAsA HHGOpMaIKs B ceTH O Tebe.
Komnpomerupytomas uHpopMaius pa3MelieHHass B UHTEPHETE MOMKET CEePhE3HbIM
o0pa3oM OTpa3uThCs Ha TBOEU peasibHOM ku3HU. «LludpoBas pemnyranus» - 3T0 TBOU
UMUK, KOTOPBIN (popMupyeTcst 3 HHPOpMaIuu O TeOe B UHTEPHETE.

TBoe MecTo KuUTENbCTBA, y4deObl, TBOE (PUHAHCOBOE IIOJOKEHUE, OCOOCHHOCTH
XapakTepa U paccKasbl O OJM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKU JIETKOMBICIEHHO OTHOCATCA K MyOJIMKAIMU JTUYHOW MH(OpManuu
B MHTepHeTe, HE NOHMMAas BO3MOXXHBIX NOCIEACTBUU. ThI JTa)K€ HE CMOXKEIIb
JorajgaTeCs 0 ToM, yTo (oTorpadus, pa3MelleHHas 5 JeT Ha3aj, cTaja MPUYHMHOU
OTKa3a MPUHSATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienve TBouxX (ororpaduii u Jpyrue AEUCTBUS MOTYT HeE
MCYE3HYTh AK€ MOCIIe TOr0, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPAHMUII 3TY
UHpOpMaIMIO, ToMajga JIM OHA B IOUCKOBBIE CHCTEMBbl U COXpPAaHWJIACh JU OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaIoIlee JII0IU, KOTOPble HAMIYT U YBUJIAT 3TO.
Haiitu wunHdopManuio MHOTO JET CIyCTs CMOXET 00 - Kak U3 J00phIX
noOyXJE€HHUH, TaK U C HAMEPEHUEM NMPUUUHUTD BPea. ITO MOXKET ObITh KTO YT'OJHO.
OcCHOBHBIE COBETHI 110 3aTUTE MU(PPOBON PEMyTALIUU:

1. Tlomymaii, mpexie 4eM 4TO-TO MyOJIMKOBATh U IMepeaaBath y cels B Oyiore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax mpo@uiisi yCTaHOBU OTpaHMYEHHUSI HA TPOCMOTP TBOETO MPOpuiIs U
€ro COACPKUMOTrO0, CAENal €ro TOJIbKO «IJIs APYy3€eii»;

3. He pa3memaii u He yka3blBaili HH(OpMaLMIO, KOTOpass MOXET KOro-audo
OCKOPOJISITH UM OOMXKATh.

ABTOpCKOE MPaBO

CoBpeMEeHHbIE IIKOJIbHUKM- AKTUBHBIE MOJIb30BATENH IM(PPOBOrO MPOCTPAHCTBA.
OnHako Jajeko HE BCE 3HAKT, 4YTO IIOJIb30BAHME MHOTMMH BO3MOXHOCTSIMHU
udpoBoro Mupa TpedyeT COOIOCHHS TPaB HA MHTEIVICKTYIbHYIO COOCTBEHHOCTD.
Tepmun «uHTENNEKTyaIbHAs COOCTBEHHOCTHY» OTHOCUTCS K Pa3IMYHBIM TBOPECHHSIM
YeJIOBEYECKOro yma, HauyuHas C HOBBIX H300pETEHHMH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , M 3aKaHYMBasg KHUTaMH, (oTorpadusmu,
KHHO(PMIBMaMH ¥ MY3bIKQJIBbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - JTO IIpaBa HAa HWHTEUIEKTyaJbHYl0O COOCTBEHHOCTH Ha
NPOU3BEACHUSI HAYKHU, JUTEPATypbl W MCKYCCTBA. ABTOPCKHE IMpaBa BBHICTYNAIOT B
KayeCcTBE TapaHTUU TOTO, YTO MHTEJJIEKTYyaIbHBIA/TBOPUECKUI TPy aBTOpa HE Oyaer



HanpacHbIM, JacT €My CIIpaBeAJUBbIE BO3MOXHOCTH 3apadoTaTh Ha pe3yJsbTaTax
CBOEro TpyJa, MOJIYYUTh U3BECTHOCTh W Npu3HaHue. Hukro 6e3 paspeleHus aBTopa
HE MOXET BOCHPOU3BOAUTH €ro MPOU3BEACHHUE, PACIPOCTPAHATh, IMMYOJIHMYHO
JEMOHCTPUPOBATh, IMpOJlaBaTh, UMIIOPTUPOBATH, IyCKaThb B MPOKAT, TyOJIUYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B 2(Upe UK pazmeniath B UuTepHeTe.
Hcnonb3oBaHne «MIUPATCKOT0» MPOTrPaMMHOTO OOECHedYeHUs] MOMKET MPHUBECTH K
MHOTHM PHCKaM: OT TIOTEPH MAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKU TBOETO
YCTPOMCTBA, TJE€ YCTAaHOBIICHHBIM HE JerajbHas nporpamma. He crout Takke
3a0bIBaTh, YTO CYIIECTBYET JICTAJIbHBIC W OCCIIATHBIC TIPOTPAMMBI, KOTOPHIE MOYKHO
HAWNTHU B CETHU.

O noptane

CereBu4oK.p) - TBOW TJIaBHBIM COBETYHMK B CETH. 371€Ch Thl MOXEIIb Y3HATH O
0€30MacCHOCTH B CETHM MOHSTHBIM U JOCTYIHBIM S3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKON CUTyallud OOpAaTUTHCS 3a COBETOM. A TakKe NPHUHITH ydacTHe B
KOHKYpCax U CTaTh CaMbIM IU(PPOBBIM IPAKJAHUHOM!






